Moving
Applications to
the Cloud
Often, 
when an organization thinks they want to deploy
Cloud technology, what they really mean is they want
to move their applications and data to the Cloud.
Their motivation is cost reduction because they see
less investment requirements for hardware and IT
resources. By leveraging Cloud services, they expect
to have instant scalability because requests for more
hardware usage would come from a larger pool of
resources than what might be available in their data
center.

These advantages can be realized, but there

are many things to consider before any IT resources
should be moved to the Cloud—starting with how
Cloud technology works.
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There are really three things that computers
do with applications: calculate using CPUs,
sort using RAM, and store using disk. Cloud
technology does all of these things—calculate,
sort, and store—with fewer resources.

The Cloud Technology Stack
The two most significant components of Cloud services architecture are “the front end” and “the back end.” The
front end is the software application used by an end user through a web browser. The back end is the ‘Cloud’
itself that is compromised of various computers, servers, and data storage devices. Once an Internet connection
is established between the front end and the back end, it is possible to share applications through the Cloud
Technology Stack (see table.)

T H E C L O U D T E C H N O L O G Y S TAC K

CLIENT

A Cloud client consists of computer hardware and/or software that rely on
Cloud computing for application delivery.

A P P L I C AT I O N

Cloud applications deliver software-as-a-service (SaaS) over the Internet,
eliminating the need to install and run the application on the customer’s own
computers and simplifying maintenance and support.

P L AT F O R M

Cloud Platform-as-a-Service (PaaS) solutions facilitate deployment of applications
without the cost and complexity of buying and managing the underlying
hardware and software layers.

I N F R A S T RU C T U R E

Infrastructure-as-a-Service (IaaS) means that equipment is outsourced so rather
than purchasing servers, software, data center space, or network equipment,
enterprises purchase resources as a fully outsourced service.

S E RV E R

The server layer consists of computer hardware and/or computer software
products that are specifically designed for the delivery of Cloud services,
including multicore processors, Cloud-specific operating systems, and combined
offerings.
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Cloud technology differs from the way that the Internet originally worked in an evolutionary rather than
revolutionary way. Much of the initial hardware on the Internet involve storage devices used for data and
applications. These devices are shared by end users in multiple locations and are scalable. Cloud technology offers
this too, with technology especially created to take advantage of Internet connectivity because software has been
developed specifically for Cloud computing. Cloud technology is also available at multiple price points so that
more organizations—regardless of their budget or size—can leverage it via a utility-based, pay-for-what-you-use
model.

Moving Applications to the Cloud
When an enterprise—especially one in Financial Services—looks at which applications can be moved to the
Cloud, several factors need to be considered, starting with the type of application. Some applications are custombuilt, some are bought from a vendor and customized, and others are used “straight out of the box.” Of all the
software applications used, only about 20% contain core intellectual property (IP) for the business.
IT managers need to work with managers across the organization to determine:
»» Which applications are core to the business?
»» Which applications provide differentiation?
»» Which applications get the business up and running quickly?
»» Which acquired applications will work for me better than anything we can develop in-house?
»» How often does data need to be updated?
»» How protected is the data?
»» What are the legal requirements for managing data?
The answers to these questions should determine which applications are best moved to the Cloud. For example,
some Financial Services organizations have software that needs constant updating—like a specialized trading
system at an investment bank. This type of application is not a good candidate for the Cloud because the amount
of hands-on work could be difficult and expensive when outsourced.
The following are applications that can be moved to the Cloud:
»» PRO D U C T I V I T Y T O O L S
E-mail is one application that can be readily moved
to the Cloud. With security measures applied
to e-mail, already accessed through multiple
devices throughout the organization, immediate
cost savings can be realized as part of a quickly
implemented, low-risk project.
»» D E PA R T M E N TA L A P P L I C AT I O N S
CRM systems, payroll, image archiving, business
intelligence, and sales force automation are available

as software-as-a-service. Moving these applications
and their data to Cloud solutions offers cost savings
and standardization across an organization.
»» C O R E A P P L I C AT I O N S
Software that is being used “off the shelf ” or in a
“customized” version can be moved to a Private
Cloud where it can be used securely while being
hosted in a remote data center.
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Is the Cloud Always Better?
Moving applications to a Cloud services provider isn’t
better if the Cloud solution is not highly reliable or
always available. If, for example, the hardware used
by a Cloud solution is under a lot more load and used
by more people than the hardware in your own data
center is used, the amount of time needed to retrieve
data may be unacceptable.
As part of the IT service level agreements (SLAs),
many IT organizations have recovery point objectives
(RPOs). These are the points in time in which the
provider must recover data. They also have recovery
time objectives (RTOs) that define how quickly the
provider must restore the data to the RPOs. With
Cloud services, it is necessary for IT to contractually
agree on data backup and recovery requirements with
their Cloud providers. If Cloud agreements are signed

without clearly specifying RPO and RTO metrics, and
a disruption occurs, many folks learn the hard way
that their Cloud provider is operating under a much
less stringent RPO and RTO than was expected.
In addition, there are service level agreements (SLAs)
in place that define the availability and performance
of the application. These SLAs depend on the
performance of the underlying CPU, memory, and
storage I/O operations.
IT organizations need
finer granularity on these performance parameters,
potentially including contractual requirements for
multiple classes of service at the Cloud provider.
Without these guarantees, while system availability
may be acceptable, the performance of the system may
not be. New and emerging tools are available to help
bridge this gap.

Legal Considerations for Applications
in the Cloud
The architecture of Cloud applications can differ
significantly from traditional application models, such
as SaaS applications that may not even be installed or
run on an employee’s computer. The changes within
application models require a different way of thinking
about purchasing, application usage and licensing. For
example, some software licenses may not cover offsite use. Moving these applications to a Cloud server
could lead to an audit, fines, and bad publicity. Other
licenses might prohibit virtualization (where many
different applications run on a single server.)
There are many legal considerations for the storing and
processing of customer data using Cloud technology
that have to be addressed in order to avoid breaching
local, Federal, and international regulations.
»» E -M A I L A RC H I V I N G _
Regulations
like
Sarbanes-Oxley require that public companies store
e-mail for seven years and have it accessible for audit
in a timely manner. That may not be possible with
a distant vendor.

»» DATA E X P O R T R E S T R I C T I O N S _ In many
jurisdictions, the export of data to other locations is
prohibited or subject to multiple restrictions.
»» C O M P L I A N C E _ Data protection regulations may
require that personal data be stored in the Cloud,
in accordance with the customer’s instructions, and
that appropriate measures are taken to keep the data
secure.
»» R E M O T E DATA S T O R AG E _ When customer
data is split up and stored in different data centers
globally, complying with data protection regulations
is further complicated by the data protection laws of
each location that it is stored in. It’s important to
note that these regulations aren’t specific to Cloud
computing and also apply to paper records stored in
warehouses in multiple locations as well.
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Does Scalability Equal Efficiency?
One of the biggest misconceptions of Cloud computing is that simply moving data to the Cloud for scalability
leads to greater efficiency. Storing data and applications that used to be run in the data center aren’t going to be
more efficient just because they were moved to a Public or Private Cloud.
No matter where applications and data reside, good data management begins with good metrics. Managers
throughout the organization, from the procurement manager to the system administrator, need to establish
the appropriate performance metrics at each level. By looking at file system/database overhead plus unwritten
capacity, it becomes clear that only a small percentage of data is unique or of current value.

»» S I M P L E DU P L I C AT E S _ Multiple copies of data
	stored on the same server. This data is a candidate
for de-duplication.
Simple Duplicate

»» C O M P L E X D U P L I C AT E S _ Similar data stored
	across multiple servers or in slightly varying
formats

Complex Duplicate

»»

Used & Unique

US E D & U N I Q U E DATA _ Inactive files that are
candidates for archiving or purging all together

M ET R IC

OW N E R

E X P L A N AT I O N

Protection Efficiency

Architect

Based on policy-driven performance, availability, and
protection standards

Demand/ Deployment Efficiency

Administrator

Ensures storage is claimed.
Requires consistent, repeatable
process with validation

Platform Efficiency

System Administrators

Deploys assigned storage
efficiently. Requires consistent, repeatable process with
validation

Application Efficiency

Application Owners

Manages true data utilization
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Summary
As CIO’s look to free up valuable application resources by utilizing Cloud technology, it’s important to first have
a plan. Using clear objectives and metrics, conventional business models can be compared to those using Cloudbased services. There are many cost-cutting gains in operational and capital expenditures realized by deploying
Cloud-based services that can not only improve service quality to internal customers but also the bottom line.

About Us
C L O U D S I LV E R L I N I N G is an IT Consultancy focused on helping clients in financial services and Fortune
500 organizations assess IT issues to determine the business benefits of Cloud computing. Through its assessment,
business process optimization and implementation services, Cloud Silver Lining addresses the cost, operational
and technical implications of Cloud computing and helps clients implement Cloud technologies to improve
service quality, increase innovations and reduce capital expenditures. More information is available at www.
cloudsilverlining.com.
E M U L E X , the leader in converged networking solutions, provides enterprise-class connectivity for servers,
networks and storage devices within the data center and cloud solutions. The Company’s product portfolio of
Fibre Channel host bus adapters, network interface cards, converged network adapters, controllers, embedded
bridges and switches, and connectivity management software are proven, tested and trusted by the world’s largest
and most demanding IT environments. Its OneCommand Vision I/O Management software has become a
trusted availability and performance management solution, particularly in complex cloud environments where
infrastructure management is challenged by a high degree of resource sharing. Emulex solutions are used and
offered by the industry’s leading server and storage OEMs including, Apple, Cisco, Dell, EMC, Fujitsu, Hitachi,
Hitachi Data Systems, HP, Huawei, IBM, LSI, Lenovo, NEC, Oracle, NetApp, Samsung and ZTE. Emulex is
headquartered in Costa Mesa, Calif., and has offices and research facilities in North America, Asia and Europe.
More information about Emulex (NYSE:ELX) is available at www.Emulex.com.
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